Quick Router Setup Example
November 5, 2006 by Ron Mettler

This is the recently released setup program for a D-Link router. Note that the quick setup does
not provide for any security settings such as disabling of the SSID, setting WPA encryption, and
other settings outlined in the detailed settings routine below.

£ D-Link Quick Router Setup EJ

D-Link Quick Router Setup

Building Networks for People

check connection

install router

configure router

configure home

il Choose your language: | English »

Thiz wizard will guide you through the setup of your news router, IEwill also
provide you with a trial version of Metwork Magic, the best software for
getting the most out of your home network,

This will take about 10 minutes.
To begin click Next.

POWERED BY

|5} Network Magic. =ITe




The program checks for the existence of a running firewall and then an existing network
adapter and for an Internet connection from the modem.
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D-Link Quick Router Setup

Building Networks for People

firewall: give permission for access

Ciuick Router Setup has detected that you are running Zone&larm

check connection Personal Firewall.

install router When you click Next, ane or more ZoneAlarm alert dialogs may appear.
) Select the "Remember this setting” checkbox, then click the "Allow"

configure router buttan. %

configure home
netwiork

POWERED BY

)/ Network Magic. _<Baok ]
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D-Link Quick Router Setup

Building Networks far P

check successful

welcome Your home network is functioning properky.

install router 4 Metwark adapter enabled
L Internet connection Ok

configure router

configure home
network

Click Next to proceed with setting up your D-Link router.

POWERED BY
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Cancel
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You are then asked to unplug the cable Ethernet cable from the modem and plug it into
the router.
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D-Link Quick Router Setup

Building Me

step

First turn off or unplug power to your cable
or DSL modem.

welcome

check connection

configure router

configure home
network

POWERED BY

¥i%  PURE
iﬁ’f_?; Network Magic_
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D-Link Quick Router Setup

Building Networks for People

Ly
step

Mowe unplug the existing ethernet cable from
your cahle or DSL modem and plug it into
hlue port number 1 an your new D—Link
rauter.

welcome

check connection

install router

configure router

configure home
network

POWERED BY

¥i%  PURE
iﬁ’f_?; Network Magic_



You then are required to plug in the Ethernet cable from the modem to the router and the
power cord for the modem.
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D-Link Quick Router Setup

Building Networks for People

step

Connect one end of the included blue ethernet cable
to the grey port labeled "WAN" or "Internet” on the
hack of your new router.

wielcome

check connection
Connect the other end of the cable to
your cable or DSL modem.

configure router

configure horme
netwiork

POWERED BY

i{f_:‘_}‘,- FGJ;:WOI‘k Magic.,
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D-Link

Building Networks for People

step

welcome Reconnect the power supply to your cable or
DSL modem.
check connection YWyait 30 seconds for the modem to

startup befare continuing.

configure router

configure home
network

POWERED BY

= | PURE
i{_f"__"‘;' Network Magic_




Connect the power to the router and the router will start and complete the checks.
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D-Link Quick Router Setup

Building Hetworks for People

step

Mow connect the included power suppaly
from an available outlet to your new D-Link
router.

welcome

check connection

configure router

configure home
network

POWERED BY

vy | PURE
l{ﬁﬁ Network Magic,
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Quick Router Setup

check router

welcame That completes the wiring, Guick Router Setup will now check your router's

configuration. ..
check connection
install router v 4 Metwork available
e MNetwork restarted
4 Firmware ok
configure home @ Checking for router conflicts ..
netwark ( SR}

During this process you may see several Windows warnings
saying A nefwork cable is unplugged. Flease ignaore them.

POWERED BY

PURE
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You are now required to set the name that you would like to set for your system network.
Choose a non-descript name that will not tie to your home or family name. Choose
something like “TheRanch”, RiverFront”, “44yearling”, “OldCugger” etc. Be sure to
write down the name so you can refer to it later.
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D-Link Quick Router Setup

Building Networks for People

set up your wireless network

welcome

Give yo%r network a name (SSID):
check connection Far exarmple "Smith Farmily Metwark!

[our S8ID Name |

install router

configure router

configure home
network

POWERED BY
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Cancel
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D-Link Quick Router Setup

Building Networks for Pecple

confirm wireless settings

wielcome netwark name (SSI0). Your SSID Name

check connection

) Write these settings down in the space provided an the setup CD
install router sleeve. This network name must be entered on every computer that you
wish to connect wirelessly to your netwark.

conflgure router

configure home
network

POWERED BY

Cancel
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This completes the basic setup.
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D-Link Quick Router Setup

Building Networks for

configuration complete

Your D-Link router has been successfully configured.

welcome

check connection

& Successfully configured router

install router d 5
W Internet connection verfied

configure home
netwiork

Click Next to proceed.

FPOWERED BY

| 7N | PURE
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D-Link Quick Router Setup

Building Networks far F‘-:-:-p‘.ck

configure home network

wielcome ) ) ]
Congratulations, your wireless router has been configured and your

check connection connection to the Internet is fully functional.

install router D—Link strongly recommends that you install MNetwaork Magic to share

files and printers on vour hame network

configure router

O Install Network Magic
home (& Exit Quick Router Setup

To continue, click Next
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Detailed Settings for a D-Link DI-624 Router

Use your browser to access the router by typing the URL address of the router. Refer to
the manual for the correct address. The user interface software screen will then popup in
the browser window. For D-Link routers, use 192.168.0.1, and for Linksys routers use
192.168.1.1. You will then be asked to type in a user name and password. The first time
you access the router, you generally will type in admin for user name and leave the
password blank.

Connect to 192.168.0.1

'W%

The server 192.168.0,1 at DI-624 requires a username and
password,

Warning: This server is requesting that wour username and
password be sent in an insecure manner (basic authentication
without a secure conneckion).

User name: 3 admin w

Passwiord: YTl

Remember my password

| ] 4 J | Zancel




It is suggested that you check to be sure that your router has the latest firmware furnished
by the manufacturer. Note that for this example, Firmware Version 2.76 is installed.

You are given the option to select a link to check for an upgrade on the support site. If an
upgrade is available, download the upgrade and remember where you saved it and what
the name is. For a D-Link router, it will be named by default as config.bin. When
downloading the file from the support site, you can rename it before saving it. A name
like DI 624 Config File.bin might be easier to recognize at a later date. Once the file is
downloaded to your hard drive, you will need to start over by using your browser to
access the router and then going back to the Firmware/Tools screen. You should then
browse for the downloaded file, and then click on “Apply”.

MI?WEJHJH% -'24”",? l"éﬁy -
High-Speed 2.4GHz Wireless Router

[ _Home __ AdvancedS VRN Status__ Help

|

DI-624 l

There may be new firmware for your DI-624 to improve functionality and performance.
Admin Click here to check for an upgrade on our support site.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Apply button below to start the
firmware upgrade.

e

Current Firmware Version: 2.76
Firmware Date: Thu, 24 Aug 2006

System |

|[ Browse.. |

Firmware a Q o

Apply Cancel Help

" Misc.

Cable Test

HEIET




The Home/Wireless screen setup should be the first screen to access for setting up
security. If you have already selected an SSID name in the quick setup routine, the name
will appear in the SSID field. If not type in the desired name. Again, choose something
non-descript like “TheRanch”, RiverFront”, “44yearling”, “OldCugger” etc. Be sure to
write down the name so you can refer to it later. Check “Disabled” for SSID Broadcast.
Disabling the SSID broadcast sets the router such that a wireless laptop has to be looking
for the specified SSID name. If the broadcast is not disabled, any wireless client will be
able to see the network name being broadcast to the neighbors.

Then check the places required to setup WPA, TKIP, PSK security. Select and type in a
passphrase. The passpharse will have to be used by any wireless client to connect to the
router. Click on “Apply” to save the settings.

A (5

High-Speed 2.4GHz Wireless Router

DI-624 | -
(7 - Advanced  Tools Status Help

These are the wireless settings for the AP{Access PointjPortion.

Wizard Wirglezs Radio: (5 On €OF

55D : |escondid0 |
Channel : Ii_\'| ito Select
Super G Mode : | Super G with Dynamic Turbo vi
I—.,h Extended Range Mode : (0 Enabled DZabled

WAN
WHMM Function
(Wireless Qos) © Enabled DCabled

T 802.11g Only Mode: (O Enabled DPabled
SSID Broadcast : O Enabled E®labled

iy

Security : i_lliﬁA A
DHCP :

i

Cipher Type: & THIP A8
PSK /EAP: @& PSK ECP

Passphrass: |essssssess [

Confirmed Passphrase : |uououu |

*Enabling Extended Range Mode will not allow to dizable SSID Broadcast mode.

*Super G with Dynamic Turbe onby operates in Channel 6.
9 90
]

Apply Cancel Help




It is suggested that you restrict the total number of clients that can connect to your
network. The DHCP assigns an IP address to each client when a client connects to the
network. You can leave the default starting IP address as shown and then set an ending
IP address to one or two higher than the number of clients that you will initially have
installed. Be sure to count all wired and wireless clients.

‘—"‘Air}Pﬁ Iuﬁma,r —_r="

High-Speed 2.4GHz Wireless Router

DI-624 |
(-3 Advanced  Tools Status Help

The D524 can be 2etup as a DHCP Server to distribute IP addresses to the LAN
DHCP Server (& Enabled DCabled

T — Starting IP Address 192 1g5.0. |100 |

Wireless

Ending IP Address 192 165.0. |107 |

——— Leaze Time 1Week

Static DHCP is used to allow DHCP server to azsign same IP address to specific MAC

address.
C Enabled DCabled
DHCP Name | |

P 192 168 .0. |:|

MAC Address | e

DHCP Client | RONDESKTOP.00-0347db-332d & [Clone |
2 9 0O
Apply Cancel Help

static DHC lier 3

Host Name 1P Address MAC Address

Dynamic DHCP T i

Host Hame P Address MALC Address Expired Time

unknown 192 168.0.104 00-13-4689-47-5c Apri08/2002 01:00:00

RONDESKTOP 182.168.0.102 00-03-47-db-3a-2d April8/2002 01:0012




In the Admin/Tools tab, the Administrator password should be utilized for accessing the
router with a browser. If a password is not utilized, anyone connecting to the network
could access the router and install new settings. By default, the user name is fixed
“admin”. Use a secure password and include one or more numbers and alpha characters.
Example passwords might be “worldly2&”, giggle45$, “happy75cugger”. You could
then use the same password or a different one for signing on as “user” if you wish. Again
click on “Apply” to save the settings.

D Link AirPlus _ —-
X High-Speed 2.4GHz Wireless Router

DI-ﬁerll :
SR Status___Help |

|

Iministrator Settings

Administrators can chénge their login password.

Admin

Administrator (The Login Name is "admin")

MNew Password ||nn|nn|nn |

Time
Confirm Password ||nn|nn|nn |

User (The Login name is "user”)

i System Mew Password |............... |

Confirm Password |-uu.uu.uu |

* Firmware

() Enabled & Disabled
DDNS IP Address |*
Port | 8080 »

' Misc. a ¢3 O

Apply Cancel Help

" Cable Test

HEERAE:




Additional security can be setup in the router that will restrict the access to a list of
computers with specific Mac addresses for their Ethernet wired and/or their wireless
adapters. Each wired and each wireless adapter has a unique Mac address referred to as
its physical address. You may be able to find what the Mac address for a network card
by checking the paperwork included with the adapter. A quick way is to follow this

procedure. In windows, click on Start, Run, and type in cmd in the run field. This will
start a DOS window as follows:

o CAWINNTAsystem32\cmd. exe

Microsoft Windows EP [Uersion 5.1.26081
(C>» Copyright 1985-280P1 Microsoft Corp.

C=“Documents and Settings>Ouneri_

Then at the cursor type the following exactly:

ipconfig /all and then press the enter key on the keyboard.

The next screen will be similar to the following:



The next screen will be similar to the following:

C:AWINNT\system32\cmd. exe

Microszoft Windows XP [Uersion 5.1.2608]
{C» Copyright 1985-28P1 Microsoft Corp.

IC:~Documents and Settings“Ownerripconfig ~all
Hindows IP Configuration k
Host Mame . . : RONDESKTOP
Frimary Dns Eufflx H
Mode Tuype . . . : Hybrid
IP Routing Enahled. : Mo
WINS Proxy Enabled. : Mo

Ethernet adapter Local Area Connection 16:

Connection—specific DNS Suffix H
Description . . . . . . . . . : Intel<R> PRO-188 UE Hetwork Connecti

Physical Address. : BB—-A3-47-DB-3A-2D

Dhcp Enabled. . . : Yes

Autoconf iguration : Yes

IF Address. . . . - 192.168.08.1681

Subnet Mask . - 255.255.2585.8

IF Address. : fel8A::203:47ff:fedb:3aZdx4

Default Gateuay : 192.168.8.1

DHCFP Server . 1 192.168.8.1

: 192.168.8.1
fecB:B:A:FFff--1x1
fecA:A:0Q:=FfFff:-:2x1
fecB:A:0:FFff:-:3x1

Lease Obhtained. : Sunday, November A5, 2086 11:32:57 A

N L
o on o W
o

1

1]
P T T - WP

DHE Servers

Lease Expires . : Sunday. November 12, 2086 11:32:57 A

Tunnel adapter Teredo Tunneling Pseudo—Interface:

Connection—specific DHS Suffix H

Description . . . . - : Teredo Tunneling Pseuwdo—-Interface
Phyzical Address. . : BR-AA-7B-3B-E7-F6—39-20C

Dhcp Enabled. . . . : Mo

IP Address. . . . . D 28001:0:4136:e378:8:7h3b:e?f6:392c
IP Address. . .. : feB@:fffF-fFff-£EFaAx5

Default Gateuay - -

MetBI0OS over Tcocpip. ; ﬁisahled
Tunnel adapter Automatic Tunneling Pzeudo—Interface:

Connection—specific DNS Suffix H
Description . . . . . . . . . : Automatic Tunneling Pseuwdo-—Interface

Physical Address : CH—AB-BB-65
Dhcp Enabled. . : Mo
IP Addresz. . . : feBA::5efe:172.168.8.181:2
Default Gateway H
DHS Servers . . : fecH:A:A:-FFff:--11
t@:@:=fff

fecB:B:A:Ffff

MetBI0OS over Tcpip. . . : Disabled

IC:~Documents and Settings~Ouwner>

You may have to expand the window size or scroll down to see the full screen as shown
above. The Mac address (Physical Address) for the Ethernet adapter in the above
example is 00-03-47-BB-3A-2D. For a computer equipped with an Ethernet card and a
wireless card, both adapters will be shown in the window. Write down the physical
address of the card that you intend to use to connect to your network (wired or wireless or
both).




Back in the router setup, select the Advanced tab and then the Filters box. Check the
MAC Filters selection and the selection for Only allow computers with MAC address
listed below to access the network.. Then type a name that you wish to use to identify the
client computer in the name field, fill in the Mac Address for that computers network
adapter and click “Apply”. Repeat the procedure by accessing the Advanced/Filters
screen and inputting the name and Mac address of each client computer. For a computer
such as a laptop equipped with an Ethernet wired card and a wireless adapter, you may
wish to permit it to be connected either way. In that case, you will need to add each of the
two Mac addresses for the laptop.

D-Link AigRlus .

High-Speed 2.4GHz Wireless Router

| Home BT ER Tools Status Help

DI-624 I

Filters are used to allow or deny LAN users from accessing the Internet.

—
Virtual Server ) IP Filters & MAC Filters

MAC Filters
Use MAC address to allow or deny computers access to the network.

Applications

O Disabled MAC Filters
@ Only allow computers with MAC address listed below to access the network

O Only deny cumput}rs with MAC address listed below to access the network
arenui Control Name |Caro|yn ” Clear]

MAC Address (00 [-[13 |_[46 |.|89 |.|d7 |-|5c |

* Firewall

DHCP Client | unknown, 00-13-46-89-d7-5¢ +|[ Clone |

Apply Cancel Help

Naﬁe - MAC Address

Performance RONDESKTOP 00-03-47-db-3a-2d [
Laptop 00-13-02-21-27-09 4 |
Carolyn 00-13-46-89-d7-5¢ N

IPAQ HX2755 00-02-78-46-65-56 Ed7]




You can exit the router setup at any point by closing the browser or selecting a new URL
address. You may wish to periodically look at other available screens for the router. You
may check the status of all wireless connections by going back to the router setup using
the router URL. For the D-Link router type 192.168.0.1, input your admin password,
select the Status tab, then the Wireless box. The list of wireless adapters being used and
connected to the router will be shown similar to the below example:

D-Link

Building Networks for People

?Jﬂlii",P5 IL,;%! ="

High-Speed 2.4GHz Wireless Router

DI-624 l
Home  Advanced  Tools Status m
The Wireless Client table below displays Wireless clients Connected to the AP O
Pl int).
¥ Device Info (Access Point) Help
Connected Time MAC Address Maode
Maov/05/2006 13:39:14 00-13-02-21-27-09 24 GHz
BT MNov/05/2006 12:17:16 00-13-46-89-d7-5¢c 24 GHz




Another screen available with D-Link routers is the cable test screen. Select the Tools
Tab, then the Cable Test box to see something similar to the following:

D-Link

Building Networks for People

':-Air)pﬁ l"f's%r "

High-Speed 2.4GHz Wireless Router

Dl-ﬁ24l
[ Status____Help |

I_ esier | )
Port Link Stat
- WAN H 100Mbps FULL Duplex
' System
LAN 5“ m Disconnected
F—
LAN2 M 100Mbps FULL Duplex
LAN4 % *E lisconnected
P
Cable Test Refresh Help

There are other screens and settings that can be utilized although the basics of the setup
as detailed is this document will provide for a very secure system suitable for home or
small office setups.



