Detailed Settings Example for a Linksys WRT54GS Router
November 6, 2006 by Ron Mettler

Use your browser to access the router by typing the URL address of the router. Refer to
the manual for the correct address. The user interface software screen will appear in the
browser window. For D-Link routers, use 192.168.0.1, and for Linksys routers use
192.168.1.1. You will then be asked to type in a user name and password. The first time
that you access the router, you normally will type in admin for user name and leave the
password blank.

Connect to, 192.168.1.1

A

WRTS4G:

Lser name: | | 5} w |

Password; | |

[ 1Remember my password

[ Ok H Zancel ]

Once you have configured the router and established a sign on password, the following
screen will appear, requiring you to type a password to access the router settings.

Connect to, 192.168.1.1

e

WRTS4G
User name: |ﬂ adrmin v|
Password; | TITITIIIIIIIY |

[ ]remember my password

[ Ok H Cancel ] '



The basic setup screen presents the first options. The default settings normally would all
be acceptable. Be sure that the DHCP is enabled as indicated (default setting). Click on

“Save Settings”.
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Select the “Administration” tab and the “Management” option. This screen is where the
password is input that allows access to the router in the future. The next time you access
the user interface you will need to type in admin for the user name and the password that
you have chosen in this screen. Requiring a password to access your router discourages
those trying to hack into the router and change the settings. Leave the other settings at
the default values.

Click on “Save Settings”.
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Select the “Wireless Tab” and the “Basic Wireless Settings” option.

This screen is where the wireless network name would be filled in. It is suggested that a
name other than “home” or “smith” be used. Pick a name that does not tie to you or your
home. The Wireless Network Mode is where the 802.11G only or a mixed setting that
also allows 801.11B devices to connect to the router.

You may leave the Wireless Channel at the default unless you receive or cause
interference with other networks. DISABLE wireless SSID Broadcast so your neighbors
cannot see the name of your network. The SSID name and disabling the broadcast of the
name are essential security measures. Click on “Save Settings”.
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Select the “Wireless Tab” and the “Wireless Security” option.

The recommended Security Mode is WPA Personal with WPA Algorithms TKIP. Type a
passphrase in the WPA Shared Key field. Use a mixed alpha/number phrase. Use a
passphrase that cannot be guessed by the best of NSA employees. Leave the Group Key
Renewal at the default unless you can figure out what it means and then pick a better
number.

Click on “Save Settings”.
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Select the “Wireless Tab” and the “Wireless MAC Filter” option. MAC (media access
control) address is a unique address for wired or wireless card. This screen provides a
rock solid security measure that should be used. After setting the Wireless Client MAC
List and checking “Enable” and “Permit Only”, only the individual computers that have
one of the MAC addresses can access the wireless network. You must first determine
what the MAC address is for each wireless network card in each computer that will
connect to the network. The next couple of pages describe one procedure that can be
followed if the information cannot be found in the documentation for the wireless cards.
You can follow the procedure without closing down the browser with this screen active.
When you have completed the MAC Address Filter List input, click on “Save Settings”.
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Each wired and each wireless adapter has a unique Mac address referred to as
its physical address. In windows, click on Start, Run, and type in cmd in the run field and
press the enter key. This will start a DOS window similar to the following:

C:AWIMNMTAssystemnm 3 2vwemd. exe

Microsoft Windows KPP [Uersion 5.1.26881]
CC>» Copyright 1285-286801 Microsoft Cowrp.

G =~ Documents and Settings~Owner>__

Then at the cursor type the following:
ipconfig /all and then press the enter key on the keyboard.
The next screen will be similar to the following:

= CAWINDO -9 x|

»Documents and Settings™Ron*ipconfig ~all
Windows IP Configuration

Host HWame . = = = = = =« = = Laptop

Primary Dns Sufflx & e e e e O

Mode Type . w = = = = = = = Broadcast

IP Routing Enahled & e e i e e i i MO

WINS Proxy Enabled. . . . . . . . & Mo

DNS Suffix Search List. . . . . . : hsdl.co.comcast.net.

BEthernet adapter Wireless MNetwork Connection:

Connection—specific DNS Buffix . : hsdl.co.comcast.
| Description . - . . . . - . . . . & Inteld(R> PRO/Hlleless 3945ABG Networ
k Connection

Physical Address. . . . . . . . . @ B@8-13-82-21-27-89

Dhecp Enabled. . . i e e e 5 TBS

Autoconfiguration Enabled . . . . : Yes
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Subnet Mask . . . . . . . . . . . = 255.255.255.8

Default Gateway . . . . . . . . . = 192.168.08.1

DHCP Server . . . . . . . . . - - = 192 168, A.1

DNE Servers . O i P Y T I

Lease Ohtalned = = = = = = = = « = Monday. Novemher B6, Z2BB6 2:42:88 PHM

Lease Expives . . . . . . . . . . : Monday, Movember 13, 2086 2:42:08 PM

Ethernet adapteyr Local Area Connection:

Media Btate . . . . . . . . . . . & HMedia disconnected
Description - . - - =« = « =« « « - = Intel<R> PRO-1888 PFL Hetwork Connect

Physical Address. . . . . . . . . : BA-EA-BB-A4-1D-5D

sDocuments and SettingssHRon>

Write down the physical address of the wireless card; in this case it is 00-13-02-21-27-09.
There is not another wireless card in the world with this MAC address. Use the MAC
addresses of each wireless card for each computer and fill in the fields in the MAC
address filter list above. Note that the field requires that you use “:” for a divider not



With the Wireless Tab still selected, click the Advanced Wireless Settings. Leave all
settings at the default selections unless you know better. Click on “Save Settings”. You
are finished with the router setup and you may close down your browser or go to a
different URL address such as www.nsa.gov. There you may apply for a job as a
computer guru.
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There are a number of informational screens that you may wish to explore. The
informational screens contain information regarding the active network
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